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Abstract: Electronic Data Interchange (EDI) has been viewed as one of the dominant drivers of digital transformation in the supply 

chain in retail businesses by promoting automated and structured communication of documents like purchase orders, invoices, and 

shipment notices. It leads to efficiency in its operations, minimizes manual errors and shortens transaction cycles and increases 

visibility among supply chain partners. However, in spite of the advantages, proper implementation is difficult. Technical barriers, 

such as integration with legacy systems, non-uniform data standards, and cybersecurity vulnerabilities, make deployment 

complicated. There are also organizational issues that are a barrier to adoption, such as a lack of skilled staff, workflow resistance, 

and a large initial investment. Also, external limitations like inadequate supplier preparedness, interoperability amongst various 

systems and vendor lock-in by proprietary solutions diminish scalability and cooperation. With the retail supply chains continually 

developing, the continuation of EDI is expected to make it more scalable, intelligent, and interoperable. Among them are the 

blockchain-based secure data exchange, AI-driven document automation and analytics, IoT-enforced real-time synchronization, and 

hybrid models that combine APIs with the conventional EDI frameworks. This progress is set to make EDI a more flexible and open 

system to the end-to-end digital retail ecosystems. 

Keywords: Electronic Data Interchange (EDI), Retail Supply Chain, System Integration, Automation, IoT, Supply Chain 

Collaboration, Interoperability. 

1 INTRODUCTION 

EDI has become a mandatory technological enabler in the journey towards achieving efficiency, accuracy and responsiveness in retail 
supply chains. The external environmental forces that are currently influencing the EDI adoption are the customer expectations [1], 
industry requirements, and the technological demand because the retailers are increasingly operating within a competitive space. In 
earlier studies, it is indicated that most organizations adopt EDI as a reaction to the socio-political and market forces and in instances 
where it occurs that they must be able to satisfy their customers or retain business share [2]. In other sectors where EDI is more 
prevalent such as in the automotive, grocery and retail sectors, it has become a must get environment and adoption is the only way to 
survive. 

Retail supply chains emphasize the element of agility and responsiveness in their operational excellence. The retailers need to integrate 
their supply chain networks, the retailers need to be the coordinators of collaboration and information flow amongst the suppliers, 
distributors and logistics providers [3]. EDI makes it possible to be such an agile provider of real-time communication, efficient order 
processing, and coordinated inventory management. Big box stores such as Walmart and Amazon rely on EDI to reduce the lead time, 
reduce errors, and ensure real-time visibility of their supply chain. 

Despite its effectiveness, EDI continues to be hampered by several organizational, technological and inter-organizational challenges 
that have slow-tracked its adoption in retail chains[4]. The high implementation and maintenance cost is very high, the absence of 
technical expertise and the overwhelming burden of trying to fit EDI with the old systems is one of the challenges which have been 
encountered by many retailers [5]. Moreover, the issues of conformity among different standards of EDI and incompatibility of digital 
readiness within many partners of a supply chain often pose a barrier in a versatile communication environment. Smaller suppliers in 
particular, may lack the infrastructure or resources to support EDI needs, hence resisting or adopting it in some way [6][7]. There are, 
too, the questions of data security, trust, and the inability to rely on the vendor in the long-term, which makes the decision-making 
process more complicated, as well. 

1.1 Structure of the paper  

This paper is organized into seven sections: Section II provides an Overview of Electronic Data Interchange (EDI), while Section III 
explains the Role of EDI in Retail Supply Chains. Section IV highlights major Challenges in EDI Adoption. Section V explores 
Future Trends in EDI for Retail Supply Chains. Section VI presents the Literature Review summarizing related studies. Finally, 
Section VII offers the Conclusion and Future Work. 

2 OVERVIEW OF ELECTRONIC DATA INTERCHANGE (EDI) 
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EDI is a global language that makes it easier for companies to communicate with one another and even with their customers. It 
facilitates the easy transfer of information between organizations, which is typically unaffected by potential human intervention [8].  
Purchase orders, shipping and invoicing alerts, and EDI are commonly used in a variety of data and file transfers, including product 
activities[9].  The details available with EDI of what has transpired in real-time are more accurate because, in every instance, an email 
or fax has been replaced by a computer-to-computer interface.   EDI is based on the X12 and EDIFACT specifications[10].  Flexibility 
is an advantage to all industries, and it encompasses increased flow of information, improved inventory management, accurate 
accounting, and, last but not least, lower administrative costs. 

2.1 Electronic Data Interchange Process  

The EDI transfer document process is based on three phases:- 

2.1.1 Identification of the Data  

The first stage is determining the kind of data to be sent.  Internal sources of these factors include the Enterprise resource planning 
(ERP) system, inventory control, as well as Customer Relationship Management (CRM).  An example of this kind of information is 
purchase orders, invoices, delivery notifications, and payment confirmations[11].  

2.1.2 Creation of the EDI Document  

Following identification, the data is compiled into an EDI document, strictly formatted in either EDIFACT or ANSI X12. These 
guidelines simplify the task of disaster management to cut across the numerous systems of the trading partners.  The EDI software 
converts unprocessed data into machine and human-readable forms.  It is later transmitted to the system of the trade partner, which is 
an EDI network service provider or a secure communications method. 

2.1.3 Transmitting and acknowledging  

The final step is to send the entire document via EDI to the trading partner, who then translate it and feed it into their internal system, 
which can be an ERP or a warehouse system[12].  

Today, EDI Cloud enables organizations to integrate using a variety of protocols, formats, and systems, controlled in the cloud, 
locally, or through a third party, providing smooth updates without interfering with business processes[13][14].  

 Figure 1 depicts the Electronic Data Interchange (EDI) process flow between an organization's ERP system and a trade partner's ERP 
system.  It emphasizes how EDI applications map and transforms incoming and outgoing EDI documents to guarantee smooth data 
interchange. 

 

Figure 1: EDI process in SCM 

2.2 Elements of EDI  

EDI Messages are transmitted in batches, and one or more are sent after being grouped.   Businesses that participate in an EDI 
exchange are referred to by the firm as trade partners.   The exchange request is often made by a shop rather than the provider[15]. 
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Another component of compliance testing is adherence to the application of appropriate data element separators. The various element 
separators in the EDIFACT section. The EDI components listed and covered below are shown in Figure 2. 

 

Figure 2. Components in EDI 

2.2.1 EDIFACT  

The EDIFACT Security extension is the official name for the message security standard that ensures communications are safe from 
several types of assaults.  When protocol-level security is inadequate, this enhancement was designed to offer fundamental 
security[11]. The transit system operates on its own.  AUTACK, CYPHER, Message Security Header and Trailer (which describes 
UNH and UNT message wraps), and KEYMAN are examples of EDIFACT message-level security solutions[16].  

2.2.2 Universal Business Language (UBL)  

Describes a collection of standard XML business documents that are royalty-free and facilitate the digitization of commercial and 
logistical activities, including purchasing, intermodal freight management, procurement, transportation, and logistics, for both local 
and global supply chains.  

2.2.3 Value-Added Network (VAN )  

Most of the time, participants use more secure private, specialized networks, such VANs, to connect and send EDI messages. These 
networks are used to "store and retrieve" data. Each user has a mailbox, and a network operator of the VAN type manages each user's 
mailbox transactions. The VAN operator is in charge of making sure that routine reports and products are delivered. The software 
provider, or network-type VAN, serves as an intermediary by providing the communication and conversion software needed to 
connect to the VAN network[17]. Communication and conversion tools are examples of client-side software.  However, the consumer 
is also accountable for setup and administration expenses.  Figure 3 illustrates how VAN works in EDI. 

 

Figure 3: Role of VAN in EDI 
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A VAN operator facilitates communication between two systems (Operator I and Operator II) [18]. It emphasizes how data sharing 
between the systems is made easier by the use of EDI converters and communication hardware and software. 

3 ROLE OF EDI IN RETAIL SUPPLY CHAINS 

In the retail sector, EDI is the electronic transfer of business records between the retailers and suppliers in a standardized format in 

digital form. Suppliers and retailers also make use of EDI to transmit information in real time, including purchase orders and advance 

ship notices, as opposed to the use of paper-based systems or manual data entry. 

The majority of retailers, such as such large companies as Walmart, Amazon, and Target, need suppliers to have EDI since their 

supply chains are elaborate, and EDI allows their suppliers to stay on pace. Retailers also make sure that all major business 

documents are correct and they can be processed immediately by necessitating digital communication. Lots of large-box retailers 

not even relate with vendors who do not meet their requirements on compliance level. 

 

3.1 Benefits of EDI in the Supply Chain 

The use of modern retail EDI systems brings about tangible advantages to retailers as well as their trading partners since it simplifies 

operations and minimizes risk and its benefits include: 

3.2 Faster Order Processing 

EDI also automates the process of exchanging of purchase orders and invoices reducing the delays associated with the manual entry 

or paper-based activities[19]. Also, faster processing puts the faster path of receiving payment and enables the retailers to take the 

goods into the stores and to the ecommerce sites without huge bottlenecks. 

 

3.3 Fewer Manual Errors 

The possibilities of making mistakes related to typing or mismatching records which are traditionally caused by manual processing 

are minimized as transactions are electronic. This eliminates the human factor which leads to a chargeback and delivery issues. 

 

3.4 Better Visibility into Supply Chains 

This real-time flow of information gives the retailers the transparent picture of the order status, inventory search and shipment 

data[20][21]. This openness result in a reduced number of conflicts and generate trust among the trading partners. 

 

3.5 Reduced Chargebacks and Disputes 

Regular and correct document interchange averts the mistakes that frequently provoke financial fines by retail associates. 

Maintaining order details according to the requirements of retailers prevent the imposition of penalties that can cut margins and 

pressure relations with retail partners. 

 

3.6 Easier Integration with Business Systems 

The current generation EDI systems are integrated with tools that are already in use by the suppliers, including QuickBooks and 

other bigger ERP systems and ecommerce platforms[22]. This allows both programs to communicate with each other, and this 

results in smooth communication and flow of work as well as elimination of redundant operations in accounting, inventory and 

order management. 

 

3.7 Improved Customer Experience 

Whenever orders are filled correctly and within a time frame, it noticed by the customers. EDI assists retailers to prevent stockouts 

and also makes the ordering fulfillment run efficiently, and this directly increases customer satisfaction both in the brick-and-mortar 

store as well as in the online store. 

4 CHALLENGES IN EDI ADOPTION 

EDI has the potential to significantly increase the retail supply chain's operational efficiency, but the implementation of the system is 
not always achieved because of various technical, organizational, and external issues. These obstacles affect interoperability, the costs 
of implementation, integration of the system, and scalability in the long term[23]. Subsections below describe some of the major 
challenges that apply to the implementation of EDI within the retail ecosystems. 

4.1 Technical Challenges 

This section highlights technical barriers in EDI adoption, mainly related to system integration, lack of standard data formats, and 
security risks during data exchange. 
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4.1.1 Complexity of the System Integration. 

EDI implementation involves a smooth integration with several internal systems including ERP, WMS, TMS, and POS systems. 
Retailers have been known to have legacy systems which do not support the current EDI standards and therefore have intricate custom 
configurations[24]. In addition, it is also hard to support middleware, translation software and communication protocols, which are 
technically costlier and slow down adoption. The complexity is further increased in large retail chains having a number of trading 
partners and non-homogeneous IT systems. 

4.1.2 Problems of Data Standardization. 

The retail supply chains are featured with the different types of data formats and the different standards that are applied by the diverse 
stakeholders that are involved in the manufacture, distributors, logistics service providers and the retailers[25]. The inconsistent 
schemas and document structure are some of the sources of errors in order processing, invoicing and shipment tracking, among others. 
Without standardization of such formats as EDIFACT or ANSI X12, data mapping, validation and translation become a resource-
consuming and error-prone optimization of the reliability of automated data transfer. 

4.1.3 Data Transmission Risks and Cybersecurity. 

EDI systems handle sensitive transactional information, including pricing and delivery time table, inventory data[26]. This 
predisposes them to cyber threats like data breaches, unauthorized access, and transmitted files interception. The organizations are 
vulnerable to weak encryption protocols, lack of encrypted communication channels and outdated authentication systems. End-to-
end security, such as encryption, access control, and constant monitoring, is costly and also demands specific expertise[27]. 

4.2 Organizational Challenges 

This section highlights internal barriers such as limited skilled staff, resistance to change, and high adoption costs, which slow EDI 
implementation within organizations. 

4.2.1 Lack of Skilled Workforce 

Effective implementation of EDI requires skills in networking, data formatting standards, integration platforms and compliance 
standards. Companies that do not have trained IT personnel find it hard to configure, support as well as troubleshoot EDI systems[28]. 
Lack of awareness in end-users and managers also introduces bottlenecks in the operational process, which further makes people 
more dependent on external consultants and vendors. 

4.2.2 Organizational Change Resistance. 

Adoption of EDI usually requires internal business re-engineering, change in communication protocols and automation of manual 
processes. Such changes can be opposed by employees who are used to traditional work with documents because of fear of losing the 
job, the lack of skills, or the inexperience of working with documents in the digital environment. The inability to adopt and accept is 
caused by poor change management strategies and insufficient training. 

4.2.3 Large upfront Implementation Costs. 

Implementation of EDI involves software, communication network, middle ware, training and upgrade of infrastructure. Smaller 
retailers with less budgets might not be able to afford such expenditure especially when partners require the same. Other recurrent 
costs are maintenance, technical assistance, and updates on integration hence total cost of ownership is a big deterrent. 

4.3 External & Supply Chain Challenges 

This section focuses on external factors such as partner readiness, interoperability gaps, and vendor lock-in, which restrict smooth 
EDI adoption across retail supply chains. 

4.3.1 Inadequate Supplier Alignment and Preparedness. 

EDI requires a bilateral uptake among trading partners. Numerous suppliers, particularly small and medium enterprises do not have 
digital infrastructure or view the EDI implementation as a cost-prohibitive undertaking[29]. Such a mismatch slows down automation 
of data exchange and compels retailers to have hybrid systems relating to both written and manual stages. 

4.3.2 Interoperability With the Various Retail Partners. 

Retail ecosystems are made of different partners utilizing different EDI platforms, communication protocols (e.g., FTP, AS2, API-
based), and message formats[30]. The absence of universal compatibility makes the translation of data complex and introduces 
mistakes. Interoperability barriers prevent real-time visibility and reduce the effectiveness of cross-supply chain collaboration[31]. 

4.3.3 Issues of Vendor Lock-In and Proprietary Protocols. 
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Certain EDI solution providers use their own patented platforms, which add significantly to the costs and complexity of both the 
migration and the integration with the new systems. Vendor lock-in is restrictive to flexibility, reduces scalability, and raises long-
term costs. Relying on proprietary schemas also restricts cooperation with partners that may operate with alternative technologies and 
decreases the adaptability of supply chain. 

5 FUTURE TRENDS IN EDI FOR RETAIL SUPPLY CHAINS 

The evolution of the retail supply chains towards enhanced data-driven decision-making, automation, and real-time visibility, the 
classical EDI model is turning into more intelligent and interrelated solutions. The integration of new technologies like blockchain, 
AI, IoT [32], and API is enhancing the exchanges, verification, and processing of data among the supply chain networks[33][34]. The 
subsequent trends demonstrate how EDI proceed to a dynamic, intelligent, and secure digital communication that is not based on 
static document transfer. 

5.1 Switch to Data Exchange based on Blockchain. 

Blockchain provides tamper-resistant decentralized data sharing, which can provide clarity and immutability to EDI operations, 
including purchase orders, invoices, and shipment data. Smart contracts can handle the authentication of the transaction and lessen 
the conflict between suppliers and retailers[35] . Blockchain increases confidence, helps to raise security and shorten processing 
durations, and provides real-time audit trails throughout multi-level supply chains by removing intermediaries[36]. 

5.2 AI & Predictive Analytics-Enabled EDI 

Artificial Intelligence complements EDI by automating the process of document classification, anomaly detection, and error 
correction in the process of data exchange. Predictive analytics allow retailers to predict demand, streamline the replenishment cycle 
and anticipate any delays in advance[37][38][39]. Machine learning models can also improve data translation accuracy and reduce 
manual validation, making EDI more adaptive and intelligent. 

5.3 Artificial Intelligence and Predictive Analytics-EDI 

Artificial Intelligence improves the EDI by automating document classification, anomalies, and correcting errors in exchanging 
data[40]. Predictive analytics helps retailers to predict demand and optimize replenishment processes, and anticipate delays before 
they happen. EDI can also be made more intelligent and flexible by using machine learning models that enhance the accuracy of data 
translation and decrease the number of manual validations. 

5.4 The API-First EDI and Hybrid Models. 

The use of modern API based communication that replaces older batch-based EDI is becoming more popular and is becoming faster 
and real-time. The API-first EDI solutions can facilitate the smooth connection with cloud ERP, WMS, and POS systems and allow 
scaling up the process of partner onboarding. Hybrid architecture Hybrid models based on EDI standards and REST/ JSON APIenable 
the retailer to maintain the existing infrastructure and implement modern digital processing, which more flexible and less complex to 
implement[41]. 

6 LITERATURE REVIEW 

This section presents prior research on the integration of Electronic Data Interchange (EDI) into supply chain management and its 
effect on enhancing supply chain performance.  

Elmoufidi, Kabbaj and Et-Tajani, (2025) Examin several techniq ues that aim to improve semantic alignment and service discovery. 
The first part explores semantic web service search methods based on structured case-based reasoning (S-CBR), OWL-S, and 
similarity measurement techniques. In the second section, a hybrid knowledge-based system utilising a semantic comparison 
algorithm for ontological words and Semantic Web Service Architecture (SWSA) is shown. An analysis of web service architecture 
for retail supply chain management using ontologies[42]. 

Rawal, Agarwal and Pahwa, (2024) provided a comprehensive review of the impact of omnichannel strategies on supply chain 
logistics. Omnichannel retailing merges different shopping channels-online, in-store, and mobile-into one unified and flexible 
shopping experience, which is powered by technology evolution and consumers' changing preferences. The study looks into the root 
of the matter where technologies like AI and IoT being the main factors have made supply chain more efficient and responsive to the 
needs of the customer who expects nothing less than convenience and speed. In addition, the research points out the necessity of 
developing plans and working together with logistics companies that are not part of the chain to improve the performance and 
sustainability of the supply chain[43].  

Xiao, (2023) performed to analyze the factors that affect digital transformation on the supply chain management of logistics firms. 
By empirical analysis methods, several linear regression equations were developed, and the impacts of digital transformation were 
evaluated. The relationship between digital investments in technology and the number of employees in technology research and 
development was highly significant in terms of the cash conversion cycle, reflecting the effect of digital technology transformation 
on supply chain management[44]. 
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R.A. Oleiwi (2023), This study provides a thorough analysis of the research that looks at how the accounting system is affected by 
electronic data interchange and how its adoption is changing financial performance due to its efficacy and efficiency. In addition to 
being accepted by the whole European trade community, the analysis raises public awareness of the usage and acceptance of 
Electronic Data Interchange (EDI)[45].  

Ma, Shi and Kang, (2023) The influence of digital transformation on sustainable supply chain performance is investigated in this 
paper using empirical analysis, along with the potential mediating effects of information exchange and traceability. The objective is 
to direct the pharmaceutical supply chain in order to achieve sustainable supply performance and effectively manage the growth of 
digital transformation. This study offers theories based on state-of-the-art theoretical discoveries. Using SPSS26.0 and AMOS24.0, 
298 supply chain managers from Chinese pharmaceutical companies were polled and structural equation analysis was performed[46]. 

The recent literature on digital transformation and EDI applications in supply chain management is compiled in Table I, which also 
identifies limitations pertaining to empirical validation, interoperability standards, industry scope, and geographic coverage. It 
highlights research focus areas, key findings, challenges, and contributions. 

TABLE I.  SUMMARY OF KEY LITERATURE ON DIGITAL TRANSFORMATION AND EDI APPLICATIONS IN SUPPLY CHAIN MANAGEMENT 

Reference Focus Area Key Findings Challenges Key Contribution Limitation / Gap 

Elmoufidi, 

Kabbaj & Et-

Tajani (2025) 

Semantic 

alignment and 

ontology-based 

web service 

architecture for 

supply chain 

systems 

Explores S-CBR, 

OWL-S, similarity 

metrics, and hybrid 

semantic web 

architecture (SWSA) 

for improved service 

discovery 

Complexity of 

semantic 

alignment; 

difficulty 

integrating 

diverse 

ontological 

structures 

Proposes hybrid 

knowledge-based 

architecture 

enhancing search 

accuracy and 

service matching 

Limited empirical 

validation in real-

world retail supply 

chains 

Rawal, 

Agarwal & 

Pahwa 

(2024) 

Impact of 

omnichannel 

retailing on 

supply chain 

logistics 

Shows integration of 

digital and physical 

channels improves 

responsiveness, 

customer experience, 

and logistics 

efficiency 

Requires 

collaboration 

with 3PLs; 

technology 

adoption and 

scalability 

challenges 

Highlights role of 

AI, IoT, and 

strategic planning in 

improving supply 

chain agility 

Focuses on 

logistics 

implications, not 

deeper 

interoperability 

standards like EDI 

Xiao (2023) Digital 

transformation 

impact on 

logistics 

enterprises 

Quantifies influence 

of digital investment 

and R&D staff on 

cash conversion cycle 

High cost of 

digital 

infrastructure and 

technological 

capability 

requirements 

Provides empirical 

evidence linking 

digital initiatives to 

performance 

outcomes 

Limited to logistics 

enterprises; not 

focused on inter-

organizational 

systems like EDI 

R.A. Oleiwi 

(2023) 

Role of EDI in 

accounting 

systems and 

financial 

performance 

Shows EDI enhances 

financial accuracy, 

speed, and reporting 

efficiency across 

European trading 

ecosystem 

Adoption 

challenges due to 

awareness, 

financial 

feasibility, and 

regional 

acceptance 

Raises awareness of 

EDI adoption 

benefits in finance-

driven operations 

Geographic 

limitation (Europe 

only); lacks cross-

industry 

comparative 

analysis 

Ma, Shi & 

Kang (2023) 

Digital 

transformation 

and sustainable 

supply chain 

performance in 

pharma 

Information sharing 

and traceability 

mediate digital 

transformation's 

impact on 

sustainability 

Structural 

complexity, data 

integration, 

compliance issues 

Provides theoretical 

framework and 

survey-based 

empirical validation 

using SEM 

Industry-specific 

scope (pharma); 

doesn’t address 

technical standards 

like EDI 

7 CONCLUSION AND FUTURE WORK 

Implementation of Electronic Data Interchange (EDI) has turned out to be an essential facilitator of effectiveness, precision and 
instantaneous synchronization in contemporary retail supply chains. EDI can be used to streamline the transactional processes, 
minimise manual errors, and provide increased visibility that enables suppliers, logistics partners, and retailers to collaborate and 
achieve improved order fulfilment and customer experiences in the end. Nevertheless, extensive adoption is limited due to 
technological limitations in terms of integration of legacy systems, absence of standardized formats, and cybersecurity risks, as well 
as organizational issues like high costs of installation, shortage of trained personnel, and opposition to digital adoption. Other external 
constraints like partner preparedness and vendor lock-in also complicate a smooth cross-retail ecosystem interoperability. In the 
future, further developments will transform EDI as a stagnant document exchange into a seamless and intelligent digital 
communication structure enabled by blockchain to ensure the impossibility of data alteration, AI to predict and error-resistant 
transactions, IoT to synchronize data in real-time, and API-first hybrid structures to provide scalability in connecting. Future studies 
can be aimed at assessing hybrid EDI-API adoption models in universal retail chains, formulating open interoperability principles of 
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SMEs, empirical contributions to cost-benefit analysis of blockchain-based EDI, and the creation of AI-based automated compliance 
systems to simplify the integration process between partners. 

TABLE II.  COMPARATIVE REVIEW OF EMERGING TECHNOLOGIES IN SMART MANUFACTURING AND INDUSTRIAL AUTOMATION" 

References Study On Approach Key Findings Challenges / 

Limitations 

Future Direction 

Raffik, 

Balamurugan, 

and Pandian 

(2025)  

Edge 

computing in 

industrial 

automation 

Architecture 

analysis, 

component 

study, real-world 

applications 

Enables real-time 

decision-making, 

reduces latency, 

improves efficiency in 

smart manufacturing 

Concerns related to 

hardware-software 

integration, 

network 

infrastructure 

AI-based analytics, 

energy-efficient 

devices, seamless 

interoperability 

Chinnasamy 

et al. (2025)  

Energy-

efficient smart 

manufacturing 

using IIoT and 

cloud 

ML-based 

virtual machine 

with Markov 

chain regression 

Achieved 97% latency, 

95% energy efficiency, 

98% accuracy, 94% 

response time 

Complex 

modeling, potential 

scalability issues 

Optimized integration 

of ML with IIoT and 

cloud for improved 

energy models 

Bi et al. 

(2025) 

IoT and 

sustainable 

mechatronics 

IoT-based 

reference 

architecture and 

FRs 

IoT improves openness, 

scalability, and dynamic 

adaptability of 

mechatronics 

Challenges in 

meeting privacy 

and security FRs 

Focus on IoT solutions 

for efficient data 

processes and system 

interoperability 

Amiri, 

Steindl, and 

Hollerer 

(2024) 

Secure 

architectures in 

CPS and RAMI 

4.0 

SysML 2.0-

based model 

engineering 

Developed integrated 

model for safety and 

security, low RAMI 4.0 

adoption noted 

Lack of awareness 

of RAMI 4.0, 

fragmented 

security designs 

Holistic model-driven 

security and safety in 

CPS systems 

Jochman et al. 

(2024) 

Augmented 

Reality (AR) in 

robotic 

manufacturing 

AR via Hololens 

2 and OPC UA 

clients for 

control and 

visualization 

Enhanced interaction, 

optimized workflows, 

real-time data control 

Hardware 

dependency, 

integration cost 

Broader use of AR in 

additive 

manufacturing and 

visual interfacing 

Onu, 

Pradhan, and 

Madonsela 

(2024) 

IoT and Digital 

Twin (DT) in 

smart 

manufacturing 

Literature 

review and 

expert analysis 

Optimizes 

manufacturing, 

improves predictive 

maintenance, highlights 

analytics role 

Data privacy, IP 

rights, AI ethics not 

fully addressed 

Explore ethical AI, 

data ownership 

frameworks, fair use 

standards 

Monteiro and 

Garcia (2023) 

IIoT for control 

valve 

monitoring in 

industry 

Development of 

custom IIoT 

microprocessor 

device 

Efficient asset tracking 

in pneumatic actuator 

systems 

Currently under 

testing, lab-scale 

implementation 

Field validation, 

scalability for 

industrial deployment 

8 CONCLUSION AND FUTURE WORK 

The recent rapid changes of Industry 4.0 have also resulted in highly intelligent, connected, and autonomous production spaces of 
traditional manufacturing. The paper has discussed the underlying technologies behind this change, which include automation, 
robotics, IoT, CPS, AI and Digital Twins, and their combined ability to improve productivity, flexibility and decision making in smart 
factories. The AI-based analytics and advanced control architecture created by the modern-day automation systems have provided 
real time monitoring, predictive optimization and less human reliance to achieve routine operations. The use of robotics, which has 
been enhanced by advancements in sensing, pathways, and human robot interaction, remains to reinvent the way things are done and 
the safety of the workplace. Simultaneously, IoT and CPS offer the architectural support of the uninterrupted communication of 
physical objects and cyber systems to coordinate the workflows, obtain massive amounts of data and control processes in real time. 
Digital Twin integration also enhances the process of simulation-based planning, lifecycle management, and ongoing optimization of 
different industrial processes. These technologies combined create the basis of the smart factory ecosystem and reflect the bright 
future of contemporary manufacturing.  

The future research step should be to enhance the security, scalability and interoperability of IoT- and CPS-based manufacturing 
systems as factories become inter-networked. Higher levels of AI models such as self-learning and federated learning techniques are 
required to manage data paucity and privacy issues in industrial context. The Digital Twin should also be improved to make 
autonomous decisions, coordinate multi-agents, and predictive analytics in real-time in future research. Also, it will be needed to 
expand safe and effective human-robot collaboration system to facilitate the shift to more flexible, human-oriented, and resilient smart 
manufacturing systems. 
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